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ABSTRACT: 
The CPSs are engineering systems with embedded control, communication, and sensing 
capabilities that can interact with humans through cyber space. The rapid growth of CPSs 
and the fact that privacy and security are key concerns in this context makes 
identification and prevention of cyber-attacks and development of privacy preserving 
mechanisms of significant practical importance. The first part of this talk is devoted to 
large-scale CPSs with nonlinear dynamics and sparse observations. I present a multi-rate 
consensus/fusion based distributed estimation framework for scenarios where network 
connectivity is intermittent. A distributed sensor selection algorithm is then presented with 
the objective of dynamically activating a time-variant subset of sensor nodes for adaptive 
resource management in CPSs. The second part of this talk is motivated by recent 
evolution of cutting-edge smart-sensor technologies (smart-meters) in CPSs. Managing 
privacy and security of such new technologies is of paramount importance in future smart 
grid and smart metering networks. A specific attack model for compromising Phasor 
Measurement Units (PMUs) will be discussed and a novel detection methodology will be 
introduced by transforming the attack detection problem into the problem of comparing 
statistical distance measures. Finally, the talk will be concluded by discussing attack and 
anomaly detection using Graph-based signal processing. 
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